YTBEPXKOEHDI
pykoBoacTteoM 8 LleHTpa ®CB Poccun
21 dpeBpanst 2008 r. N 149/6/6-622

TUNOBbLIE TPEBOBAHUA
no OPrAHU3ALUMN N OBECINEYEHNIO ®YHKLUMOHUPOBAHUA
LWWN®POBAJIbHbIX (KPUITTOMPA®UYECKUX) CPEACTB, MPEAHA3HAYEHHbIX
ANnsA 3AWUTbI UHEPOPMALIMW, HE COOEPXALLEA CBEAEHUIA, COCTABNSAIOLLMX
FOCYAAPCTBEHHYIO TAWHY, B CITYYAE UX UCNOJIb30OBAHUA
ANA OBECMNEYEHUA BE3OMNMACHOCTU NEPCOHAJIbHbIX OAHHbIX
NPU X OBPABOTKE B UH®OPMALIMOHHbIX CUCTEMAX
MEPCOHAJbHbIX AAHHbIX

1. O6Lwme nonoxeHus

1.1. Hactoswme TpeboBaHusa onpegensloT MNOPSAOK  oOpraHu3aumm u  obecneveHusi
PYHKLMOHMPOBaHUA LWndpoBanbHbIX (Kpuntorpadumyecknx) cpeacTts, NpefHa3HayYeHHbIX ANns 3awuThbl
WHpopMaLumMn, He coaepxallen CBeOEeHMN, COCTaBMSOWMX TOCYOapCTBEHHYO TawHy (ganee -
KpUNTOCPEACTBO), B Criy4ae UxX UCMONb30BaHus Ansa obecneveHms 6€30nacHOCTU NePCOHanNbHbIX AaHHbIX
npu nx obpaboTke B MHAPOPMALMOHHBIX CUCTEMaxX MEePCOHarbHbIX AaHHbLIX (4anee - uHdOopMaUMOHHas
cuctema).

1.2. Hactoswume TpeboBaHusa pa3paboTaHbl BO UCTMIOMHEHNE:

- ®egepanbHoro 3akoHa "O nepcoHanbHbIX AaHHbIX" OT 27 nona 2006 r. N 152-3 (Ctatba 19);

- MonoxeHnss o6 obecneyeHun 6Ge30MaCHOCTM NEPCOHanbHbLIX AAHHLIX MpU KMX obpaboTke B
VMHGOPMALIMOHHBIX CUCTEMAaX NEePCOHANbHbIX AaHHbIX, YTBepXaeHHoro NoctaHoBneHvem lNMpaButenscTea
P® ot 17 Hos6psa 2007 r. N 781 (ganee - MNonoxeHue);

- MonoxeHus o PeaepanbHon cnyxbe GesonacHocTn Poccuiickon Peaepaumn, yTBEPKAEHHOMO
Ykasom lNMpesngeHTa Poccuiickon ®epepauum ot 11 asrycta 2003 r. N 960.

1.3. HacTtoawme TpeboBaHus:

- aBnsaTca obssaTtenbHbIMM AN onepaTopa, OCyLlecTBrsiowero obpaboTky nepcoHarnbHbIX
OaHHbIX, @ Takke fuua, KOTOPOMY Ha OCHOBaHMM [JOroBopa onepatop nopyvaetr obpaboTky
nepcoHanbHbIX AaHHbIX, U (MNK) N1ua, KOTOPOMY Ha OCHOBaHMK AOroBOpa onepaTop nopyyaeT okasaHue
ycrnyr no opraHusaumm u obecrnedeHnto 6e30MacHOCTM 3alMTbl MEPCOHAmNbHbIX AaHHbIX MPU KX
0obpaboTke B MHPOPMALIMOHHON CUCTEME C UCMONBb30BaHNEM KpUNTOCPEeACTB. [1pn 3TOM CyLLeCTBEHHbIM
yCNOBUEM [0OroBopa siBNSIeTCA 0093aHHOCTb YNOMHOMOYEHHOIO N1ua obecneyntb KOHUAEHUNANBHOCTD
nepcoHarnbHbIX AAaHHbLIX 1 6e30NacHOCTb NEPCOHANbHbLIX AaHHbIX Npu X 0bpaboTke B MHOPMAaLMOHHON
cucteme B cryydasix, mpegyCMOTPEHHbIX OENCTBYHOLLMM 3aKOHO4ATENbCTBOM;

- pacnpocTpaHsIloTCA Ha KpuUNTocpeacTBa, NpefHasHadeHHble And obecneyeHus 6e30MacHOCTU
nepcoHarnbHbIX AaHHbIX Npy MX 06paboTke B MHOPMALMOHHBIX CUCTEMaX MEepPCOHarnbHbIX AaHHBLIX, BCE
TEXHUYEeCKne cpeacTBa KOTOpbIX HaxoasaTcs B npegenax Poccuiickon ®egepauun, a Takke B cuctemax,
TEeXHUYecKkMe cpeactsa KOTOPbIX YaCTUYHO WU LEeNUKOM HaxogaTcs 3a npegenamu  Poccuickomn
depepauymy;

- He OTMEeHSIIT TpeboBaHMSA MHbIX AOKYMEHTOB, PErrnaMeHTUPYHLWUX Mopsaok obpalleHust co
cnyxebHon nHpopmaLumen orpaHNYEHHOro pacnpoCcTpaHeHus B doefeparnbHbiX OpraHax UCMONMHUTENBHON
BnacTu.

Onepatop € y4eTOoM OCOGEHHOCTEN CBOeW [AeATenbHOCTM MOXeT paspabaTbiBaTb He
npoTuBopeyvalLme HacToAwmM TpeboBaHMAM METOLMYECKME PEKOMEHAALNN MO UX MPUMEHEHMIO.

Vcnonb3yemble Ons uenen Hactoswmx TpeboBaHWA TEPMUHBI U OMpefeneHvst NpuBedeHbl B
Mpunoxexun 1.

2. OpraHusauus n obecnedeHne 6e3onacHOCTN 0b6paboTKM
C MCnonb3oBaHneM WnpoBarbHbIX (KpunTorpadnyeckmx)
CpPeAcCTB NepcoHarnbHbIX AaHHbIX

2.1. besonacHoCcTb 00paboTknm nepcoHanbHbIX AaHHbIX C WCMONb30BAHMEM KpPUNTOCPEOCTB
opraHusyloT n obecnedmBaloT OnepaTopbl, a TakKe nuua, KOTOpbIM Ha OCHOBaHWMM OOroBopa ornepaTop
nopy4vaet 06paboTKy NepcoHanbHbIX AaHHbIX, U (MNK) N1LA, KOTOPbIM HA OCHOBaHWMM OOroBopa ornepaTtop
nopyyaet oOkasaHWe YcCryr Mo opraHusauum u obecnedeHumo GesonacHocTM 06paboTkm B
NMHOPMALIMOHHOM CUCTEME NEPCOHArbHbLIX AaHHbLIX C UCMOIb30BaHUEM KPUNTOCPEACTB.

ObGecneyeHre 6e30MacHOCTN NEPCOHAarbHbLIX AaHHbIX C UCMOMb30BAHNEM KPUMNTOCPEACTB AOIMKHO
OCYLLECTBNATLCS B COOTBETCTBUM C:



1) MNpukazom OCB Poccum ot 9 dpeBpans 2005 r. N 66 "O6 yrtBepxaeHun [lonoxeHuss o
paspaboTke, MpOM3BOACTBE, peanu3auuyM U IKcniyaTaumm WndpoBanbHbIX (kpunTorpadmnyeckmx)
cpeAcTB 3awuTbl MHopmauum (MonoxeHune MK3-2005)";

2) MoctaHoBneHnem [lpaButenbctea PP ot 29 pekabps 2007 r. N 957 "OO6 yrBepxaeHUn
NOMOXEHNA O TNULEH3NPOBAHUN OTAENbHbIX BUAOB AEATENbHOCTM, CBA3AHHBIX C LIMGPOBanbHBIMM
(kpunTorpaduveckummn) cpegcresamm’;

3) MeToanyeckummn pekomeHgaumamMm no obecneyeHno ¢ NOMOLLBI0 KpMnTocpeacTs 6e3onacHoCTU
nepcoHanbHbIX AaHHbIX NpU MXx 00paboTke B MHMOPMALMOHHBIX CUCTEMAX MEepPCOHanbHbIX AaHHbIX C
ucnonb3oBaHneM cpeacts asTomatumaaumm (N 149/54-144, 2008, dCB Poccun);

4) Hactosiwyumm TpebosaHuamu.

2.2. Onepartopbl HECyT OTBETCTBEHHOCTb 3a COOTBETCTBUE MPOBOAUMBIX UMW MEPONPUATUA MO
opraHmsaumm wn obecneyeHnto 6HeszonacHocT 06paboTkM C  MCMOMb30BaHMEM  KPUMNTOCPEACTB
nepcoHanbHbIX AAHHbBIX NMLEH3NOHHBIM TPeboBaHMAM M YCNOBMSAM, 3KCMIyaTauMOHHOW U TEXHUYECKON
AOKYMEHTaLMM K KpUNnToCcpeacTBam, a Takke HacToswmm TpeboBaHusaM.

Mpn aTom onepaTopbl AOMKHLI 06ecnevmBaTb KOMMIEKCHOCTb 3aLUMTbl MEPCOHaNbHbBIX AaHHbIX, B
TOM YuCre NOCPEACTBOM NPUMEHEHUSA HEKPUNTOrpachnYeCKUX CPEeACTB 3aLUUThI.

2.3. lNpu paspaboTke 1 peanvsaumy MeponpuaTUiA No opraHnsaummn n obecrneveHunto 6e3onacHoOCcTu
nepcoHanbHbIX OaHHbIX NpyM  UX 0OpaboTke B WHPOPMALMOHHOW CUCTEME onepaTop WM
YNOMHOMOYEHHOE OnepaTopoMm NULO OCYLLECTBISET:

- pa3paboTky ANnd Kaxgow MHAOPMAaLMOHHOM CUCTEMbl MEepPCOHasbHbIX AaHHbIX MOAenu yrpos
Be3onacHOCTM nepcoHanbHbIX AaHHbLIX NPy X 06paboTke;

- pa3paboTKy Ha OCHOBE MOAEeNu yrpo3 cucTembl 6e30MacHOCTM MNePCOHAarbHbIX AaHHbIX,
obecneynBatloLLen HeNTpanM3aLmio BCEX NEPEYMCIIEHHBIX B MOAENN Yrpos;

- onpegerneHne HeobXoAMMOCTM UCMOMNb30BaHWSA KpUNTOoCpeacTB Ans obecneyveHns 6e3onacHoCcTm
nepcoHarnbHbIX OAHHBLIX U, B Cly4ae MOMOXUTENBHOMO peLleHus, onpeaenieHme Ha OCHOBE MOZENMN yrpo3
Luenu Mcnonb3oBaHWsl KPUNTOCPEACTB AN 3alUWTbl NEepCOoHanbHbIX AaHHbIX OT HENpPaBOMEPHOro WM
Crny4anHoro goctyna K HAM, YHUHMTOXEHUSA, U3MEHEHNS, BITOKMPOBaHUSA, KONMMPOBaHWUS, PacipoCTpaHeHNs
nepcoHarnbHbIX AaHHbIX U (MNK) MHBIX HENPaBOMEPHbLIX AENCTBMI Npu nx obpaboTke;

- YCTaHOBKY W BBOA B 3KCMnyaTaLui KpUNTOCPEACTB B COOTBETCTBMM C 3KCMNyaTaLUOHHOW U
TEXHUYECKOW JOKYMEeHTaumen K 3TUM cpeacTBam,

- MPOBEPKY TFOTOBHOCTU KPUNTOCPEACTB K WCMONb30BaHWIO C COCTaBIIEHMEM 3aKMOYEHUN O
BO3MOXHOCTU UX SKCNIyaTaLumu;

- oby4yeHme nuL, MCnonb3yrLNX KpunTocpeacTea, pabote ¢ HUMKY;

- TMO3K3EMMMSIPHbIA Y4eT WCNOMb3YyEMbIX KPUNTOCPEACTB, SKCNIyaTaLMOHHONW W TEXHUYECKON
AOKYMEHTaLMM K HUM, HocUTenen nepcoHanbHbIX 4aHHbIX;

- y4eT nuu, JonyleHHbIX K paboTe ¢ kpunTocpeacTBamMu, nNpefHasHadeHHbIMK anst obecneyeHns
©e3onacHoOCTM NepcoHarnbHbIX AAaHHbLIX B MH(POPMaLVOHHON cnucteme (Mosnb3oBaTeny KpUnToCpeacTB);

- KOHTpONnb 3a cobniogeHVeM YCroBUA UCMOMb30BaHWUSA KPUMTOCPEACTB, MPeyCMOTPEHHbIX
3KCnyaTaUuMOHHOM U TEXHUYECKON JOKYMEHTAUMEN K HUM;

- pas3bupaTenbCTBO W COCTaBIIEHWE 3aKIMHOYEHUA MO pakTam HapyLleHUs YCIOBUIN XpaHEeHWs
HocUTENEen nepcoHanbHbIX [AaHHbIX, WUCMOMb30BaHWUA KPUNTOCPEACTB, KOTOpble MOTYyT MPUBECTM K
HapyLWEeHWI0 KOHUAEHUNANbHOCTU NEPCOHAanNbHbIX AaHHbIX UMW APYTUM HapyLleHUsIM, NPUBOASALLMM K
CHWXEHMIO YPOBHSA 3aLUMLIEHHOCTW MEPCOHAmNbHbIX [AaHHbIX, pa3paboTky W NpuvHATHME Mep Mo
npeaoTBpaLLEHN0 BO3MOXHbIX OMACHbLIX MOCNEACTBUN NOAOOHbLIX HApYLUEHWI;

- ONMCaHMe OPraHU3auUMOHHBLIX Y TEXHUYECKUX Mep, KOTOpble onepaTtop 00s3yeTCsl OCYLLECTBMSATb
npu obecneyeHnn Ge30MaCHOCTU MEPCOHANbHbIX AAHHBLIX C MCMONb30BaHNMEM KPUNTOCPEACTB Mpu UX
06paboTke B MHOPOPMALIMOHHBLIX CUCTEMAX, C YKa3aHNEM B YaCTHOCTU:

a) wHOeKca, YCMNOBHOrO HAaUMEHOBAHMS W PErMCTPaLMOHHBbIX  HOMEPOB  MCMOJSb3yEeMbIX
KPUNTOCPEACTB;

6) COOTBETCTBUSI pa3MELLEHNst U MOHTaxa annapaTtypbl U 0b0opydoBaHWs, BXOASILLErO B COCTaB
KpuntocpeacTts, TpebOBaHWsIM  HOPMATMBHOM  LOKYMEHTauuM WM MpaBunam  Mosfb30BaHus
KpunTocpeacTsamu;

B) COOTBETCTBMS MOMELLEHUN, B KOTOPOM pasMeLleHbl KPUMTOCPEACTBA W XPAHUTCS KIYeBas
OOKYMEHTaUMs K HUM, HacTosAwmMM TpeboBaHMsAM C ONMMCaHMEM OCHOBHbIX CPEACTB 3aLLUThI;

r) BbinonHeHnss TpeboBaHuM K MaTepuarnbHbIM HOCUTENAM OUOMETPUYECKUX MNEepCOHanbHbIX
AaHHbIX M TEXHOMOMMAM XpaHEeHNst TakMX AaHHbIX BHE UHOPMALIMOHHBIX CUCTEM NEPCOHASBHbIX AaHHbIX.

OnucaHve NpUHATLIX Mep OOIMKHO ObITb BKIOYEHO B YBeAOMIEHUE, NpegyCMOTPEHHOEe YacTbio 1
ctatbn 22 denepanbHoro 3akoHa "O nepcoHarsbHbIX OaHHbIX".

2.4. MNonb3oBaTtenu KpMNTOCPeACTB AoMNycKaoTCa K paboTe C HAMK MO peLleHunto, YyTBepXKaaeMoMy
onepatopoM. Npu Hanuuum AByx 1 6onee nonb3oBaTenen KpUnTocpeacTB 06A3aHHOCTU Mexay HUMU
OOMKHbl  OblTb  pacnpefgeneHbl € Yy4eTOM MNEepPCOHanbHOM OTBETCTBEHHOCTM 3a COXPaHHOCTb
KpUNTOCPEACTB, KNIOYEBON, SKCNyaTaLMOHHON N TEXHUYECKON OOKYMEeHTauun, a Takke 3a NopyyYeHHble
yyacTku paboTbl.



2.5. MNonb3oBatenu KpUNTocpeacTs 06sA3aHbI:

- He pasrmawaTtb uHdopMaLuMio, K KOTOPOW OHM [JONyLWeHbl, B TOM 4ucrne CBedeHus O
KpunTocpeacTBax, KMoYeBbIX AOKYMEHTaX K HUM U OpYrMxX Mepax 3aLlnThl;

- cobnogate TpeboBaHus k obecnevyeHnto 6e30NacHOCTVM NepCcoHarnbHbIX OaHHbIX, TPeboBaHUS K
obecneyeHno 6e30NacHOCTM KPMNTOCPEACTB U KIHOYEBbLIX JOKYMEHTOB K HUM;

- coobwartb O CTaBWMUX UM WM3BECTHbIMW MOMbITKAX MOCTOPOHHWUX NUL MOMyYnTb CBeaeHust 06
NCNoNb3yeMbIX KpUNTOCPEACTBAX UMK KITHOYEBBLIX OKYMEHTAX K HUM;

- HemeAnieHHO YyBeOOMMATb onepaTtopa O akTax yTpaTbl UMW HeJocTadn KpunTocpeacTs,
KINIOYEBbIX AOKYMEHTOB K HUM, KMNOYen OT MOMELLEHUI, XPaHUMNLL, NUYHBIX NeYyaTen u o apyrux dakrax,
KOTOpble MOrYT NPUBECTM K pasrnalleHunio 3allmiaemMbiX NepcoHanbHbIX AaHHbIX;

- cAaTb KpUNTOCPEACTBa, KCMMyaTaUMOHHYI0 M TEXHUYECKYI0 LOKYMEHTAUMIO K HUM, KMOYeEBble
OOKYMEHTbl B COOTBETCTBUM C MOPSAKOM, YCTaHOBMEHHbIM HacTosdwmMmn TpeboBaHuamn, npwu
YBOJNIBHEHUM WU OTCTPAHEHWW OT MWCMOMIHEHUA O0SA3aHHOCTEN, CBSA3aHHBIX C  MCNOMNb30BaHUEM
KpUNTOCPeAacCTB.

2.6. Ob6ecnedyeHne yHKUMOHUPOBaHMA U 6Ge3onacHOCTM KPUNTOCPEACTB BO3naraeTcs Ha
OTBETCTBEHHOIO MoOfMb30BaTeNsi KPUNTOCPEACTB, MMELEero HeobxoaAumbli YpOBEHb KBanvdukauuw,
Ha3Ha4yaemoro npukasom onepaTtopa (ganee - OTBETCTBEHHbIV NOMb30BaTENb KPUNTOCPEACTB).

JonyckaeTca BO3noxeHne yHKUMA OTBETCTBEHHOMO NOMNb3oBaTeNsa KPUNTOCPEACTB Ha:

- OQHOTO M3 NoMnb3oBaTenen KPUNToCpPeaCTs;

- Ha CTPYKTypHOe noapasgeneHve unvM AOMMKHOCTHOe nuuo (paboTHuKa), OTBETCTBEHHbIX 3a
obecneyeHne 6e30NacHOCTM NepCcoHanbHbIX AaHHbIX, Ha3HaYaeMblX onepaTopoMm;

- Ha cneuuanbHoe CTPYKTypHOE mnoApasfjeneHve no 3awute rocygapCTBEHHON TauHbl,
nucnonb3yoLlee Ang 3Toro WwudgpoBarnbHbie CPeacTaa.

2.7. OTBeTCTBEHHblE MOMb30BATENU KPUMNTOCPEACTB [AOMKHbl  MMETb  (DYHKUMOHAmNbHbIE
06s13aHHOCTH, pa3paboTaHHble B COOTBETCTBUM C HAcTosWwmMMy TpeboBaHuAMN.

2.8. lNpu onpegeneHnn oba3aHHOCTEN NOMb30BaTENSA KPMNTOCPEACTB HEOOX0AMMO YUNTLIBATh, YTO
©esonacHocTb 06paboTKM C MCNOMNBb30BAHNEM KPUMTOCPEACTB NEpPCOoHarnbHbIX AaHHbIX 0becneynBaeTcs:

- cobniogeHnem nonb3oBaTensiMM KpUNTOCPEACTB KOHMAEHUMaNeHoCTM npu obpalleHun co
CBeAEHMAMU, KOTOpble UM AOBEPEHbI UMK CTanu M3BECTHbI NO paboTe, B TOM 4uCle CO CBEAEHUSMU O
PYHKUNOHNPOBaHUN 1 Nopsifgke obecneyeHnss 6€30MacHOCTN NPUMEHSAEMbIX KPUNTOCPEACTB M KIOYEBbIX
OOKYMEHTaXx K HUM;

- TOYHbIM BbINOSIHEHMEM MOMNb30BATENSAMWU KPUNTOCPEeacTB TpeboBaHum Kk obecneyeHuto
©e30nacHOCTU NepCOHanbHbIX aHHbIX;

- HaEeXHbIM XPaHEHWEM 3KCMNIyaTauMOHHOW U TEXHUYECKOW OOKYMEHTaUUN K KPUMTOCPEACTBaM,
KINOYEBbIX JOKYMEHTOB, HOCUTENEN MHAOPMaLMM OrpaHNYEHHOro pacnpoCcTpaHeHus;

- obecneyeHNeEM MPUHATBIX B COOTBETCTBMM C TpeboBaHUsIMM K MaTepuanbHbIM HOCUTENsiM
OMOMETpMYECKMX MEPCOHAmnbHbIX  AaHHbIX WM TEXHONMOIMMAM  XpaHEHUs  TaKMX [aHHbIX  BHE
WHOPMALIMOHHBLIX CUCTEM NEPCOHANbHbIX AaHHbIX Mep;

- CBOEBPEMEHHbIM BbISIBIEHWEM MNOMbLITOK MOCTOPOHHMUX NUL, NONYYUTb CBEAEHMS O 3almLLaeMblX
nepcoHarnbHbIX AaHHbIX, 06 UCNOMb3yeMbIX KPUMTOCPEACTBAX MMM KIMOYEBBIX JOKYMEHTAX K HUM;

- HeMedmneHHbIM TMpUHATMEM Mep N0  nNpeaynpexaeHuto  pasrnawleHus  3almuiaeMblx
NepcoHarnbHbIX AAHHBIX, @ TaKKe BO3MOXHOWN MX YTEYKM NPU BbISBNEHUM (PAKTOB yTpaTbl UM HEZOCTaum
KPUMNTOCPEACTB, KIOYEBLIX AOKYMEHTOB K HUM, YOOCTOBEPEHWW, MPOMYCKOB, KIHOYEW OT MOMELLEHUN,
XpaHnnuw,, cendoB (MeTannmyeckmx Lkadgos), NUYHbIX NeYaTen 1 T.0.

2.9. Jlvwua, odopmnaemble Ha paboTy B KayecTBe nNonb3oBaTene (OTBETCTBEHHbIX
nonb3oBaTenen) KPUNTOCPEACTB, JOIDKHbI ObITb 03HAKOMIIEHBI C HACTOALWMMN TpeboBaHNSMU U OPYTMMU
OOKYMEHTaMu, pernameHTUMpyroLWmMMM opraHmMsauuto u obecnedeHne 6e30MacHOCTU MNepPCOHarnbHbIX
AaHHbIX Mpu ux obpaboTke B MHAOPMALMOHHBLIX CMCTEMaX, MOA PacnUCKy U HECYT OTBETCTBEHHOCTL 3a
HecobnogeHne vMuM TpeboBaHMIM yKa3aHHbIX [OKYMEHTOB B COOTBETCTBUM C 3aKOHOAATEIbCTBOM
Poccuinckon degepaumm.

2.10. TeKylUn KOHTPOMNb 3a opraHu3aunen n obecneyeHmem yHKLMOHMPOBaAHUSA KPUNTOCPEACTB
BO3riaraeTcs Ha onepartopa 1 OTBETCTBEHHOIO NoMb30BaTeNsl KPUNTOCPEACTB B Npefenax ux criyxebHbix
NOJSTHOMOYUIA.

2.11. KoHTponb 3a opraHusauuen, obecnevyeHmeM QYHKUUMOHUPOBAHUA U ©e30nacHOCTU
KPMNTOCPEACTB, MpedHasHayeHHblX ANs 3aluTbl MepCoHanbHbIX AaHHbIX Mpu ux ob6paboTke B
WHOPMaLMOHHBLIX CUCTEMAX NepCcoHarbHbIX JaHHbIX, OCYLLECTBNAETCH B COOTBETCTBUM C AENCTBYIOLUM
3akoHogartenbcTBoM Poccuiickon deagepaumn.

2.12. B cny4yae HeobGXOAMMOCTU B3aMMOAEWCTBMS OMNepaTopoB MHAOPMALMOHHBIX CUCTEM MpU
MCnonb30BaHUM KpunTtocpeacts Ana obecneveHuss 6e3onacHOCTM 06PabOTKM MepcoHarnbHbIX AaHHbIX
AN opraHu3auun B3aMMOAEeWCTBUS KPUMNTOCPEACTB MO PeLUEeHUI0 ONepaTtopoB MNepPCOHanbHbIX AaHHbIX
BblAENsIeTCs KOOPAMHUPYIOLLMIA OpraH, OTBETCTBEHHbIN 3a obecneyveHne 6e30MacHOCTUM NepCOHanNbHbIX
OaHHbIX, YKa3aHUSA KOTOPOro siBNsA0TCA obsa3aTenbHbIMU AN BCEX NOfb3oBaTenen KpUnTocpeacTs.



3. Mopsapgok obpalleHns ¢ KpUNTOCPEeACTBaMU 1 KPUMTOKITHOHaAMMU
K HUM. MeponpuaTnst Npy KOMIpoMeTaummn KpMnToKIioYen

3.1. MNonb3oBaTenu KpUNTOCPeacTB 00s13aHbI:

- He pasrnawartb MH(OopMaLnIO O KIMHYEBLIX AOKYMEHTAX;

- He onycKaTb CHATUE KOMWUIA C KMNYeBbIX JOKYMEHTOB;

- He JonyckaTb BbIBOA KITHOYEBbIX JOKYMEHTOB Ha gucnnen (MmoHuTtop) NM3BM wnu npuHTep;

- He JonycKaTb 3anvcy Ha KI4YeBON HOCUTENb NOCTOPOHHEN nHOpMaLMK;

- He JonycKaTb YCTaHOBKW KITOYEBbIX AOKYMEHTOB B Apyrue NOBM.

3.2. lpu HeobxooMMOCTM nNepefayvm No TEXHUYECKUM CpeacTBaM CBA3U CNYXeOHbIX cOoobLLeHui
OfPaHUYEHHOro  JOCTyna, Kacalowuxcs  opraHu3aumm 1 obecneveHns  (PyHKUMOHUPOBAHMWSA
KPMNTOCPEACTB, YKasaHHble coobleHns Heobxoaumo nepedaBaTb TOMbKO C  UCMOMb30BaHMEM
KpuntocpedcTs. [lepegadya no TeXHUYECKUM CpeacTBaM CBSA3M KPUMTOKIKOYEN He JdornyckaeTtcs, 3a
WCKIMIOYEHVMEM  CMeuManbHO  OpraHM30BaHHbIX CUCTEM C  OeUeHTpann3oBaHHbIM - CHabXeHvem
KpUNTOKNIO4YaMu.

3.3. KpunTtocpenctea, ucnonb3yemble ana obecneyeHuss 6e30MacHOCTM MepPCOHarbHbIX OaHHbIX
npu nx obpaboTke B MH(POPMALMOHHBIX CUCTEMAX, Noaniexart y4yeTy C UCMONb30BaHWEM MHOEKCOB WM
YCIOBHbIX HAMMEHOBaHWU U permcTpaunoHHbIX HOMEpOB.

lMepeyeHb MHAEKCOB, YCNOBHbIX HAMMEHOBaHUW W PErncTpaumMOHHbIX HOMEPOB KPUNTOCPEACTB
onpegensetca ®egepansHon cnyxbon 6esonacHocTn Poccunckon ®enepaumn.

3.4. Vcnonb3yemble wunNu XpaHuUMble KPUNTOCPEACTBA, 9KCMMyaTauuoHHas W TexHW4eckas
OOKYMEHTaUMst K HUM, KIHOYEBble OOKYMEHTbI MnogfiexaT Mno3dk3emnnspHomy y4eTy. PekomeHayewmble
dopmbl NpuBeaeHsl B Mpunoxernnn N 2. Mpu 3TOM NporpaMmHble KpUNTOCpeAcTBa SOSMKHbI YYNTbIBATHCA
COBMECTHO C annapaTHbiMW  cpeAcTBaMu, C  KOTOPbIMW  OCYLWECTBNSAETCA  WUX  LTaTHoe
dyHKUnOHNpoBaHue. Ecnn annapaTHble nnn annapaTtHO-NPorpaMMHbIe KpUNTOCPeACcTBa NOAKMYaTCS
K CUCTEMHOW LUMHE WNU K OAHOMY W3 BHYTPEHHWX WHTepdencoB annapaTHbiX CPeacTB, TO Takue
KpUnTOCpeACcTBa YYMThIBAOTCS TakKe COBMECTHO C COOTBETCTBYIOLUMMU annapaTHbIMK cpeacTBamu.

EovHuuen nosk3emnnapHOro yyera KNHOYEBbIX [OOKYMEHTOB CUYMTAeTCHA KMYeBOW HOCUTErb
MHOFOKPaTHOrO MCMOJb30BaHMs!, KMNO4eBOM ONOKHOT. Ecnn OgMH M TOT Xe KIH4YEeBOW HOCUTEMb
MHOFOKPaTHO WCMOMb3YT AN 3anvMCyM KPUMTOKIOYEN, TO ero Kaxabli pa3 cnegyet pernctpmpoBatb
oTAEenbHO.

3.5. Bce nomyyeHHble 9K3eMNNSApPbl KPUNTOCPEACTB, 9KCMMyaTauMoOHHOM U TEeXHUYeCKon
OOKYMEHTaUMM K HAM, KMOYEBbIX JOKYMEHTOB AOMKHbI ObITb BblAaHbl N0 pacnucky B COOTBETCTBYHOLLEM
XypHarne no3K3eMMNNApHOro y4veTa nonb3oBaTensM KpUNTOCPeACTB, HECYLUM MepCcoHanbHYyo
OTBETCTBEHHOCTb 3@ MX COXPAHHOCTb.

OTBeTCTBEHHbIN MNONb3oBaTeNb KPUNTOCPEACTB 3aBOAUT W BeAeT Ha Kaxdoro norb3oBaTens
KpUNTOCPEACTB NULUEBOW CYET, B KOTOPOM peructpupyeT 4ucndlimMecs 3a HUMU KpPUNTOCPEACTBa,
3KCMMNyaTauMOHHYIO N TEXHUYECKYIO JOKYMEHTaUMIO K HAM, KIMoYeBble JOKYMEHTHI.

3.6. Ecnu akcnnyaTauMOHHON M TEXHUYECKOW JOKYMEHTaunen K Kpuntocpeactsam npeaycMoTpeHo
NpUMeHeHNe pPasoBbIX KMIOYEBLIX HOCUTENEW UMY KPUMTOKMIOYM BBOASAT U XPaHAT (Ha BECb CPOK UX
OEeNCTBMSA) HenocpeacTBEHHO B KpUNTOCpeacTBax, TO TaKoW pasoBbli  KMHOYEBOW HOCUTEMb WNn
9MNeKTPOHHasi 3anvMCb COOTBETCTBYIOLLEro KPUMTOKIOYa AOIPKHbI PErucTpyupoBaThCd B TEXHUYECKOM
(annapaTHOM) >XypHane, BegyLleMCcs HeNoCcpeACcTBEHHO Nonb3oBaTenemM KpuntocpeacTts. B TexHuyeckom
(annapaTHOM) >XypHarne oTpakaloT Takke AaHHble 06 aKcnnyaTauMm KpUNnTOCPeAcTB U ApyrMe cBegeHus,
npegycMOTPEHHbIE 3KCNyaTauMOHHOM U TEXHUYECKON OOKYMeHTauuen. B MHbIX criydasix TeXHUYecKuin
(annapaTHbIN) XypHan Ha KpUNTOCPEeACTBa He 3aBOAMTCS (ECNN HET NPSIMbIX yKa3aHui O ero BeAeHun B
3KCMMyaTauMoHHOM UMM TEXHUYEeCKOW [OKyMeHTauuu K KpuntocpeacTtsam). Tunosass dopma
TeXHUYecKoro (annapaTHoro) xypHana npusefeHa B NMpunoxexHun N 3.

3.7. lepepmaya KpuNTOCPEACTB, SKCMIyaTaUMOHHONW W TEXHWYECKOW [OKYMEHTauun K HUM,
KNIOYEeBbIX [JOKYMEHTOB [OMyCcKaeTCs TOMbKO Mexay nonb3oBaTendmu Kpuntocpeacts U (unu)
OTBETCTBEHHbIM MONb30oBaTeNeM KPUNTOCPEACTB MOA4 pacnuMCcKy B COOTBETCTBYHOLUMX XypHanax
MO3K3EeMMMSAPHOro y4yeTa. Takas nepefada Mexay Monb3oBaTensMm KpUnTocpeacTB AofkHa ObiTb
CaHKUMOHUPOBaHa OTBETCTBEHHbIM MOMb30BaTeNneM KpunTocpeacTs.

3.8. Tllonb3oBaTenn KpuUMNTOCPEOCTB XPaHAT MWHCTaNNuUpylowmue KpuntocpeactBa HOCUTENMW,
SKCMMNyaTauMoOHHYI0 U TeXHUYECKY [OOKYMEHTauuio K KpunTocpencTBaM, KhtoveBble [OOKYMEHThl B
wkadax (Awmkax, XpaHunuwiax) WHAMBUAOYANbHOTO MOMb30BaHWS B YCIMOBUSAX, WCKITHOYaOLWNX
DOECKOHTPONbBHbBIV JOCTYMN K HUM, a Takke UX HenpegHaMepPeHHOE YHUYTOXEHME.

Monb3oBaTenu KpUNTOCPEACTB NpedycMaTpuBaloT Takke pasgenbHoe 6Ge3onacHoe XpaHeHue
OEVNCTBYIOLLMX N PE3EepBHbIX KMOYEBbIX OOKYMEHTOB, MpeaHa3HayeHHbIX AMs MPUMEHEHUA B cnyyae
KOMMpoMeTaumm AeACTBYIOLLMX KITHOYEBbLIX JOKYMEHTOB.

3.9. AnnapaTHble cpeacTBa, C KOTOPbIMW OCYLLECTBASETCA LWTaTHOE (YHKUMOHNPOBaHUE
KPMNTOCPEACTB, a Takke annapaTHble W annapaTHO-NporpaMMHbIe KpUMATOcpeacTBa AOIMKHbI ObiTb
obopyaoBaHbl CpeAcTBaMy KOHTPONS 3a WX BCKpbITUEM (onedyaTaHbl, onnombupoBaHbl). MecTto



onevatbiBaHMs (ONIOMOMpPOBaHUSA) KpUNTOCPEACTB, annapaTHbIX CPeACTB OOIMKHO ObiTb TakMM, 4TOObI
€ro MOXHO ObIflo BU3yanbHO KOHTponupoBaTtb. [pu HamMuMM TEXHUYECKOW BO3MOXHOCTW Ha BpPEMS
OTCYTCTBMS MONb30BaTeNen KpUNTOCPEACTB YyKa3aHHble CpeAcTBa HeobxoaAMMo OTKMYaTb OT NMHWK
CBSI3M 1 yOupaTb B onevaTbiBaeMble XpaHunuLia.

3.10. KpuntocpeacrtBa u KhYeBble OOKYMEHTbl MOTyT AOCTaBnsATbCA dpenbAberepckon (B TOM
yncne BEAOMCTBEHHOWN) CBSA3bID MM CO CheumanbHO BbIAENEHHbIMU ONepaTopoM OTBETCTBEHHbLIMM
nonb3oBaTensaMn  KpUMNToCcpeacTB W COTpyAHMKaAMU npyu  cobniogeHunm  mep,  UCKNIYaoLwmx
©EeCKOHTPONbHLIN JOCTYM K KPUNTOCPEACTBAM U KINHOYEBbIM JOKYMEHTAM BO BPEMS AOCTaBKM.

OKcnnyaTaumMoHHYI0O U TEXHUYECKYHD [OOKYMEHTauulo K KpUNTOCPEACTBaM MOXHO MepechbinaTb
3aKa3HbIMW UMK LEHHBIMW NOYTOBLIMU OTNPABMAEHUSIMM.

3.11. [Ins nepechbinku KPUNTOCPEACTB U KITHOYEBbLIX JOKYMEHTOB OHU AOMXHbl ObiTb MOMELLEHbI B
MPOYHYK YMaKOBKY, MWCKMOYAKLWY0 BO3MOXHOCTb MX (U3NYECKOro MOBPEXAEHMS WU BHELUHEro
BO3ENCTBMS, B OCODEHHOCTM Ha 3anMcaHHy KroyeByto MHdopmauuo. Kpuntocpeactsa nepecbinarT
OTOENbHO OT KIIOYEBbLIX JOKYMEHTOB K HUM. Ha ynakoBkax ykasblBalOT ornepaTopa Ui OTBETCTBEHHOIO
nonb3oBaTens KpUNTOCPEACTB, AN KOTOPbIX 3TW YMNaKoBKW MpedHasHayeHbl. Ha Takux ynakoBkax
aenatot nomeTky "JIMyHO". YNakoBKM onevaTtbiBaloT Takum obpas3om, YTOObl UCKIToYanacb BO3MOXHOCTb
N3BIEYEHUS] U3 HUX COAEPXKUMOro 6e3 HapyLLEHUSA YNakoBOK U OTTUCKOB NevaTtw.

[o nepBoHa4anbHOM BbICBINKK (MM BO3BpALLEHUS) agpecaTy COOOLaT OTAENbHbIM MUCBMOM
OMNUCaHWe BbICbINTaeMbIX EMY YNaKOBOK U NnevaTemn, KOTOpbIMM OHWU MOTYT ObITb ONeYaTaHsbl.

3.12. [Ana nepecbinkn KPUNTOCPEACTB, IKCMNyaTaLUMOHHON U TEXHUYECKON OOKYMEHTAUMU K HUM,
KINIOYEBbIX AOKYMEHTOB criefyeT MnoAroTOBUTb COMPOBOAUTENbHOE MUCbMO, B KOTOPOM Heobxoaumo
yKasaTb: YTO MOCHINAETCA U B KAKOM KOMNMYEeCTBe, yYeTHbIe HOMepa U3Jenuin NnNn OOKYMEHTOB, a Takke
npy HeobXoOMMOCTM Ha3Ha4YeHMe W  NOpPAL4OK  WUCMONb30BaHWS  BbICHINIAEMOrO  OTNPaBIIEHUS.
ConpoBogutenbHOe NMCbMO BKITaAbIBaloT B OAHY M3 YNaKoBOK.

3.13. TMonyyeHHble yNaKkoBKWM BCKpPbIBAET TOSbKO OMepaTtop WM OTBETCTBEHHbLIA MOMb3oBaTelb
KPMNTOCPEACTB, ONA KOTOpbIX OHW MpefHasHadveHbl. Ecnn cogepxmmoe MNOMy4eHHOW YNAKOBKM He
COOTBETCTBYET YKazaHHOMY B COMPOBOAMTENBHOM MUCbME WIM cama YNakKoBKa W nevyaTb - UX OMMCaHuIo
(oTTUCKY), a TakKe ecrnv ynakoBka MOBpEXAeHa, B pesynbrate 4yero obpasoBancs cBOGOAHbBIN JOCTYN K
ee COAEPXUMOMY, TO MofyyaTenb COCTaBMSAET aKT, KOTOPbIA BbICbINAET OTNPaBUTEN. NonydeHHble C
TakumMu OTMNPaBMEHUAMU KPUNTOCPEACTBA U KIHOYEBblIE [AOKYMEHTbl [0 MOMNyYeHUs YyKaszaHuh oT
OTNpaBuTENS NPUMEHSTb HE pa3peLLaeTcs.

3.14. Tlpn oOGHapyXeHUn OpaKoOBaHHbIX KIOYEBbLIX AOKYMEHTOB WIW  KPWUMTOKMOYEN OAMH
ak3emnnap 6GpakoBaHHOrO u3genusa cnefyeT BO3BPATUTb M3rOTOBMTENIO AN YCTaHOBMEHWUS MPUYMH
NPOVCLUEALLEro U UX YCTPaHEHNs1 B JanbHEWLLEeM, a OCTaBLUMECH IK3EMNIISAPbl XPaHUTb 4O NOCTYMNNeHns
OOMOMHUTENbHBIX YKadaHUM OT N3rOTOBUTENS.

3.15. TlonyyeHwe KPUNTOCPEACTB, 9SKCMMyaTauMOHHONW U TEXHUYECKOW [OOKYMEHTauum K HUM,
KMOYEBbLIX [OKYMEHTOB [OMMKHO ObiTb MOATBEPXKAEHO OTMPAaBMTENIO B COOTBETCTBUM C MOPSAOKOM,
yKasaHHbIM B conpoBoauTensHOM nucbMe. OTnpaBuTenb 00s13aH KOHTPONMpoBaTb [OCTaBKy CBOMUX
oTnpaeneHun apgpecatam. Ecnu oT agpecaTa CBOEBPEMEHHO He MOCTYMNWUMO COOTBETCTBYHOLLENO
NOATBEPXKAEHUSA, TO OTNPaBUTENb AOMKEH HaMNpaBUTb €My 3anpoc M MPUHATb Mepbl K YTOYHEHMUIO
MECTOHaxXOXAEHWUSI OTMPABMEHWA.

3.16. 3aka3 Ha M3roToBNeHNE O4YepPEeaHbIX KITHYEBBLIX JOKYMEHTOB, NX U3rOTOBIIEHNE N PACCHISIKY Ha
MecCTa MCMONb30BaHMsA OJ11 CBOEBPEMEHHON 3aMeHbl OEMCTBYHLMX KITHYEBbIX LOKYMEHTOB criegyer
npon3BoauTb 3abnaroBpemMeHHO. YKa3aHue O BBOAE B AEWNCTBME OYEPELHbIX KIOYEBbIX OOKYMEHTOB
MOXET ObITb AaHO OTBETCTBEHHBIM MOSIb30BAaTENIEM KPUMTOCPEACTB TONBbKO MOCIE NOCTYNEHUs OT BCEX
3aUHTEPECOBaHHbIX MONb30BaTENe KPUNTOCPEACTB MOATBEPXOAEHUS O MOMYYEHUU UMW OYepenHbIX
KMoYeBbIX JOKYMEHTOB.

3.17. Heucnonb3oBaHHblE WNU BbIBEAEHHbIE W3 [OEWCTBUSA KIOYEBbIE [OOKYMEHTbI Mnoanexar
BO3BpALLEHMIO OTBETCTBEHHOMY MOMb30BATEND KPUMNTOCPEACTB UM MO €ro yKkasaHui AOIDKHbI ObITb
YHUYTOXEHBI Ha MecTe.

3.18. YHUUTOXEHMEe KpUNTOKMNoYEn (MCXOO4HOMW KNoveBon uMHGOpMaLMM) MOXET MPOoU3BOAUTLCA
nyTeMm pM3NYECKOro YHUUTOXEHUS KIHOYEBOrO HOCUTENS, HA KOTOPOM OHM PACMOSIOKEHbI, UMM NyTeMm
CTUpaHusa (paspyLlleHus) KPUMTOKIYEen (MCXOOQHOW K4YeBOW MHGopmauun) 6e3 noBpexpeHust
KIno4eBoro Hocutens (ans obecnevyeHns BO3MOXHOCTU €ro MHOrOKPaTHOroO MCMOoSib30BaHUs).

KpynTokmoum (MCXOOHYI0 KIOYEBYHD MHGOPMaUU) CTMpaltT MO TEXHOMOTrUW, MPUHSATON Ond
COOTBETCTBYIOLUUX KITHOYEBbIX HOCUTENEN MHOrOKpaTHOro MCMONb30BaHUSA (OWCKET, KOMMAaKT-OMCKOB
(CD-ROM), Data Key, Smart Card, Touch Memory n T.n.). HenocpeacTBeHHble AENCTBUSA NO CTUPAHUIO
KPUMTOKINIOYEN (MCXOOQHON KIOYEBOW MHpOpMaLMK), a Takke BO3MOXHbIE OrpaHUYeHMs Ha JanbHenwee
npuMeHeHne COOTBETCTBYHOLLNX KINO4eBbIX HocuTenen MHOrOKpaTHOro NCNONb30BaHUs
pernameHTUpyloTCa  3KCMNyaTauUoOHHOW UM TEXHUYECKOM [JOKYMeHTauMen K COOTBETCTBYIOLLMM
KpUNTOCPEeACTBaM, a TaKKe YKasaHUaAMKW opraHusauuu, nNpou3BOAMBLUEN 3anucb KPUMTOKMNIOYEN
(ncxogHom knoyeBow MHGopMaLmm).



KnioyeBble HOCUTENW  YHUYTOXKAKOT MYyTEM HAHECEHWS WM  HeyCTPaHMMOro  u3nyeckoro
NOBPEXAEHUS, MCKIIOYAIOLLEro BO3MOXHOCTb MX UCMOSb30BaHMs, @ TakKe BOCCTAHOBMEHUS KIHOYEBON
nHdopmaumn. HenocpeacTBeHHbIE AEWCTBUSA MO YHUYTOXEHUIO KOHKPETHOrO TWna K4YeBOro Hocutens
pernaMeHTUpPyTCa  3KCMMyaTauMOHHOW U TEXHWYECKOW [OOKYMEHTauMem K COOTBETCTBYHOLLUM
KPMNTOCPEACTBaM, a TakKKe YyKasaHUsMW oOpraHv3auumv, MNpoV3BOAMBLUEN 3anmMCb KPUNTOKITHOYEN
(ncxogHom kntoveBow MHGOpMaLmUK).

BymaxHble © npouyne cropaemble KiOYEBblIE HOCUTENW, a TakkKe 3IKCMMyaTauuoHHYIO W
TEXHUYECKYIO JOKYMEHTaLMIO K KPUMNTOCPEACTBAM YHUHUTOXAIKOT MNyTEM CXKUraHUs Uiy ¢ NOMOLLLIO N06bIX
BymaropesaTernbHbIX MaLLVH.

3.19. KpunTtocpeacrtBa YHUUTOXAKOT (YyTUNU3UPYIOT) MO peLleHuo orepaTtopa, BrageroLero
KpunTocpeacTBaMu, U C yBeOOMIIEHMEM OpraHu3auuu, OTBETCTBEHHOW B cooTBeTcTBMM C [1K3-2005 3a
OpraHn3aumio NO3K3EMMNNSPHOro y4eTa KpMNTOCPEeaACTB.

HaMe4deHHbIe K YHUUTOXEHMIO (YTunmnsauumn) KpMnToCpeacTBa nognexart U3bsaTUI0 13 annapaTtHbIX
CpeacTB, C KOTOPbIMUM OHU (OYHKLMOHMpOBanu. lpu 3TOM KPUNTOCPEACTBA CHMTAKOTCA U3bATHIMU U3
annapaTtHbIX CpPeAcTB, €CnU  MCMOSIHEHA NPeAyCMOTPEHHast 3KCMMyaTauuoOHHOM U TEeXHUYECKOn
OOKYMEeHTaLMen K KpuntocpeacTsaM npoueaypa yaaneHus nporpaMmmHoOro obecneveHunst KpuntocpeacTs
W OHM MOMHOCTBbK OTCOEAMHEHBI OT annapaTHbIX CPeACTB.

3.20. MNpwurogHble Ana ganbHENLWEro NCNob30BaHUA y3nbl U AeTanu annapaTHblX CpeacTB obLyero
HasHayeHusi, He MpeAHasHaYeHHble CchneunanbHO Afs annapaTHOW peanusauun Kpuntorpaduyeckmx
anropuTMOB UMW MHBIX OYHKLMIA KPMNTOCPEACTB, a Takke COBMECTHO paboTaloLee ¢ Kpuntocpeactsamm
o6opyaoBaHne (MOHUTOPbI, MPUHTEPDI, CKAHEPbI, KnaBnaTtypa 1 T.M.) paspeLllaeTcs ucnomnb3osatb nocne
YHUYTOXEHUS KpunTocpeacTs 6e3 orpaHuyeHun. [Npu aToM MHOpMauus, KoTopas MOXeT ocTaBaTbCs B
ycTpomcTBax namsaTn obopydoBaHus (Hampumep, B NPUHTEpax, ckaHepax), OOo/kHa ObiTb HagexHOo
yOoaneHa (ctepra).

3.21. KntoyeBble JOKYMEHTbI AOMKHbI OblTb YHUUTOXEHbBI B CPOKM, YKa3aHHbIE B AKCNTyaTaLMOHHON
N TEXHWYECKONW [OKyMEHTaLuMum K COOTBETCTBYHOLIMM KpuntocpeactBaMm. Ecnm cpok yHMYTOXEHWS
3KCNyaTaUMOHHOW U TEXHUYECKOW OOKYMEHTaUMEN He YCTAHOBIEH, TO KIHOYEBbIE LOKYMEHTbI OOJIKHbI
ObITb YHUYTOXEHbI He no3aHee 10 CyToK nocre BbiBoAa MX M3 AENCTBMSA (OKOHYaHMS Cpoka AEeNCTBUS).
@PaKT yHUUTOXEHMS 0POPMISETCA B COOTBETCTBYIOLUMX XKypHanax noak3emnnsapHoro ydeta. B atm xe
CPOKM C OTMETKOM B TEXHWYECKOM (annapaTHOM) XXypHarne noanexaT YHUYTOXEHUIO pa3oBble KodeBble
HOCUTENW W paHee BBedEHHas W XpaHALWasics B KPUMNTOCPeOCTBAx WMAM MHbIX AOMNOMHUTENbHbIX
yCTpOMCTBaxX KntoyeBas MHAOpMaLus, COOTBETCTBYKOLWAA BbiBEAEHHbIM U3 OEWCTBUS KPUNTOKIHOYaM;
XpaHsiwmecs B KpunTorpadmyeckn 3alulieHHOM Buae AaHHble crnegyeT nepewudpoBatb Ha HOBbIX
KPUNTOKITHOYaXx.

3.22. Pa3oBble KM4YeBble HOCUTENW, a TaKKe 3MNEKTPOHHbIE 3anvCy KIYeBOW MHopMaLuu,
COOTBETCTBYIOLLEN BbIBEAEHHBIM M3 AEWCTBUS KPUMTOKMOYaM, HENOCPeACTBEHHO B KpPUMNTOCPeACTBaX
WNN  WHBbIX [OMNOMHUTENBHBIX YCTPOWCTBAX YHUYTOXAKTCA MOMb30BaTENAMU ITUX KPUNTOCPELCTB
CaMOCTOSITENbHO NOA Pacnucky B TEXHUYECKOM (annapaTHOM) XXypHare.

KniouyeBble  OOKYMEHTbl  yHMYTOXalOTC NMOO  Monb3oBaTensMu  KpUNTOCPEACTB,  Nmbo
OTBETCTBEHHbIM MONb30BaTENEM KPUNTOCPEACTB MNOA pacnucky B COOTBETCTBYHOLUUX >KypHanax
MO3K3EMMMSIPHOIO yyeTa, a YHUYTOXeHue 6onbloro obbema K4YeBbIX AOKYMEHTOB MOXET ObiTb
odopmneHo aktoM. [lpu 3TOM nonb3oBaTeNdAM KPUMNTOCPEACTB pa3pellaeTcss YHWYTOXKaTb TONbKO
MCMNOMb30BaHHbIE HENoCPeACTBEHHO UMW (NpedHas3HayeHHble And  Hux) kpunTokmwoun. [locne
YHUUTOXEHUS1 NOMb30BaTeny KpUNToOCPeACcTB AOMKHbI yBeOOMUTb 06 3TOM (TernedoHorpaMmMon, YCTHbIM
coobuweHnem no TenedoHy M T.M.) OTBETCTBEHHOrO MNOMNb30BaTENs KPUMNTOCPEACTB Afs CivcaHusi
YHUUTOXEHHbIX JOKYMEHTOB C VX NMLEBbLIX CHETOB.

YHUYTOXEHNE MO aKTy NPOM3BOAUT KOMUCCUSA B COCTaBe He MeHee [ABYX YeNloBeK U3 yucna nu,
OONYLIEHHbIX K MOMb30BaHWUIO KpUNTOCpeAcTB. B akTe ykasbiBaeTCs, YTO YHMUTOXAETCS M B KakoMm
KonudectBe. B koHUe akTa penaetcs uToroBas 3anucb (LudpamMum U MPONUCBID) O KONMMYecTBe
HaVMEHOBaHUA U  3K3EMMIISIPOB  YHUYTOXKAEMbIX  KIOYEBLIX  OOKYMEHTOB,  MHCTannMpyloLwmx
KpMNTOCPEACTBa HOCUTENEN, 3KCMIyaTaLUOHHOW M TEXHUYECKON AOKYyMeHTaumun. icnpaBneHus B TekcTe
aKkTa JOSmKHbI ObITb OrOBOPEHLI U 3aBepPeHbl MOANMUCAMN BCEX YIIEHOB KOMUCCUW, MPUHUMABLLMX y4acTue
B YHMYTOXeHun. O npoBEedEHHOM YHUYTOXEHWM AernalTCd OTMETKM B COOTBETCTBYIOLUX XXypHanax
MO3K3EMMISPHOrO yyeTa.

3.23. KpunTokntoun, B OTHOLLUEHMM KOTOPbIX BO3HUKIIO MOAO3peHMe B KOMMpoMeTauuu, a Takke
OENCTBYyIOLLME COBMECTHO C HUMW ApYyrue KpUMNTOKIIOYM HeobxoanMO HeMeArneHHO BbIBECTUM U3
OENCTBMS, €Cnin MHOW MOpPSA0K He OroBOPEeH B 3KCMSyaTauWMOHHOW M TEXHUYECKOW AOKYMeHTaumm K
KpuntocpeactBaMm. B uypesBblyaviHbIX crniyydasix, Korga OTCYTCTBYIOT KPWUMTOKMOYM ONs  3aMeHbl
CKOMMPOMETUPOBAHHbIX, [OMYyCKaeTCA MO PeELUEeHU0 OTBETCTBEHHOrO MOMb30BaTenNs KpUNTOCPEACTB
corrnacoBaHHOMY C ornepaTopoM, UCMOMb30BaHWE CKOMNPOMETUPOBAHHbLIX KpUNTOKMoYen. B aTtom cnydae
nepuoa 1crnosib30BaHMUs CKOMMPOMETUPOBAHHBLIX KPUNTOKITHOYEN AOIMKEH BblTb MaKCUMarnbHO KOPOTKUM, a
3awmiaemas nHdopmaums Kak MOXHO MeHee LieHHOM.



3.24. O HapylweHUsx, KOTopble MOTyT MPMBECTU K KOMMPOMETaUUN KPUNTOKIOYEN, MX COCTaBHbIX
yacTel wWnM nepefaBaBLUMXCA  (XPaAHSALWMXCS) C WX MCMNONb30BaHMEM MNEPCOHANbHbIX AaHHbIX,
nonb3oBaTeny KpuntocpeacTB obs3aHbl coobliaTb OTBETCTBEHHOMY MONb30BATEN0 KPMNTOCPEACTB U
(vnn) oneparopy.

OcCMOTp KMOYEBbIX HOCUTENEWN MHOTOKPaTHOIO MCMOMb30BaHWs MOCTOPOHHUMU NULAMK He criegyeT
paccmaTpvBaTb Kak MOAO3peHMEe B KOMMPOMETauWUW KPUMTOKMYEW, ecrnv npu 3TOM UCKNoYanach
BO3MOXHOCTb MX KOMUPOBAHUSA (YTEHUS, Pa3MHOXEHNS).

B cnyyaax HegocTaun, HenpeobsaABNEHUS KNOYEBbIX JOKYMEHTOB, a Takke HeonpeaeneHHOCTU UX
MECTOHaXOXAEHWSI NPUHNMAIOTCS CPOYHbIE MEPbI K UX PO3bICKY.

3.25. Meponpustia no po3bICKy W nokanu3auum nocneacTBMrA  KOMMPOMETALUU  KIOYEBbIX
OOKYMEHTOB OpraHun3yeT 1 OCYLLIeCTBNSET oneparop.

3.26. KnioyeBble OOKYMEHTblI AMS KPUNTOCPEACTB UMM MCXoOHasd Knwouyesas wmHdopmauma Ang
BbIpaboTKM KIoYeBbIX JOKYMEHTOB mnarotaBnuaatotcd ®Cb Poccum Ha JOrOBOPHOW OCHOBE MW NMuamu,
umetowmmmn nuueHsnio ®Cb Poccun Ha OeATenbHOCTb MO M3rOTOBIIEHMIO KIMHOYEBbLIX OOKYMEHTOB AnS
KpMNTOCPEACTB.

M3rotoBnsATb KrtodeBble JOKYMEHTbI N3 UCXOLHOW KIHYEBOW MHpOpMaLun MOryT onepaTopbl Unu
OTBETCTBEHHbIE MOMb30BaTENN KPUMNTOCPEACTB, MPUMMEHSAs LWTAaTHbIE KPUNTOCPEACTBa, €Ccnv Takas
BO3MOXHOCTb MPeayCMOTpEeHa SKCnyaTauMoOHHON N TEXHUYECKON OOKYMEHTaUMEN K KpUNTOCPEACTBaAM.

4. PasmelleHue, cneumansHoe obopynoBaHmne, oxpaHa
M opraHmsauuna pexmmva B noMeleHnax, rge yCtaHoBIEeHbl
KpuntocpeacTea Unn XpaHATCA Krnto4veBble JOKYMEHTbl K HUM

4.1. PasmelleHne, crneumanbHoe 00opyaoBaHMe, oxpaHa U OpraHusaunst pexxmMa B NOMeLLeHUsIX,
roe YCTaHOBIIEHbl KPUMTOCPEACTBA MM XPaHATCS KIHOYeBble OOKYMEHTbl K HUM (Janee - peXxuMHble
NnoMeLLeHns), AOMKHbI 0becneynBaTb COXPAHHOCTb NEPCOHArbHbIX AAHHbIX, KPUNTOCPEACTB U KIHOYEBbIX
OOKYMEHTOB K HUM.

Mpn obopynoBaHUN PEXMMHBLIX MOMELLEHWIA OOIMKHbI BbIMOMHATLCA TPebOBaHMSA K pasMeLLEHMIO,
MOHTaXy KpUNTOCPEACTB, a Takke ApYyroro 06opynoBaHusi, yHKLMOHMPYHIOLLEro C KpUNTOCPEeaACTBaAMMU.

lMepeuncrneHHble B HaCTOALEM OOKYMEHTe TpebOoBaHUSA K PEXUMHBIM MOMELLEHUSM MOryT He
npeabsBnATbCs, €CNu  3TO  NpPefyCMOTPEHO  MnpaBuraMy  MOMb30BaHMS  KPUMNTOCPEACTBaMU,
cornacoBaHHbIMN ¢ PCB Poccun.

4.2. PexumHble nomelleHWss BbIOENSKT C Y4EeTOM pPasMepoB  KOHTPOMMPYEMbIX  30H,
pernameHTUpPOBAHHbIX 3KCMyaTaUUOHHOM U TEXHUYECKOM [OOKyMEHTauMem K KpunTOCPEeACTBaM.
lMomelLeHna [OIMKHBI MMETb MPOYHbIE BXOAHbIE OBEPUM C 3aMKaMu, TapaHTUPYOLWMMWU HaOeXHoe
3aKkpbiTMe nomelleHnn B Hepaboyee BpeMs. OKHa MOMELLEHWUIA, PaCMONOXEHHbIX Ha MNepBbIX WU
nocrnefHuX aTaxax 34aHui, a Takke OKHa, HaxoAsLMecHa OKOMO MOXapHbIX MNEeCTHWUL U OpYrux MecT,
OTKyda BO3MOXHO TMPOHUKHOBEHWE B pPEXWMHbIE MOMELLEHMS MOCTOPOHHUX InL, HeobXxoaMmo
obopyaoBaTh METANNIMYECKNMU PELLIETKAMU UMW CTABHAMMU, UM OXPaHHOW CUrHanusaumen, nnu apyrumm
cpeacTBaMu, NPenaTCTBYOLWMMN HEKOHTPONMPYEMOMY MPOHUKHOBEHMIO B PEXXUMHbIE NOMELLEHUS.

4.3. PasmelleHve, cneunansHoe obopyaoBaHWe, oXxpaHa M opraHm3auus pexnma B NoMeLLeHnsx
OOJDKHBI  UCKITHOYNTE  BO3MOXHOCTb HEKOHTPONMPYEMOrO MPOHWKHOBEHUS WK MpebbiBaHMs B HUX
NMOCTOPOHHMX KL, a Takke NPOCMOTPa NOCTOPOHHUMM NMLaMN BeLyLmxcsa Tam pabor.

4.4. PexvmM oxpaHbl NomeLleHu, B TOM Yucne npasuna onycka COTPYAHWKOB U noceTuTenen B
paboyee u Hepaboyee Bpems, yCTaHaBMMBAET OTBETCTBEHHLIA MONb30OBATENb KPUMTOCPEACTB MO
COrMacoBaHMIO MNpu  HEeobOXOAMMOCTM C  OnepaTopoM, B MOMELLEHUAX KOTOPOro YCTaHOBIIEHbI
KpUNTOCPEACTBa UMW XPaHATCA KroveBble JOKYMEHTbl K HAM. YCTaHOBIEHHbIA PEXUM OXpaHbl OOMKeH
npegycmatpuBaTb NepUOAUYECKMA KOHTPOMb 3@ COCTOSIHMEM TEeXHUYECKUX CPeAcTB OXpaHbl, ecnuv
TaKOBblE UMEIOTCS, a TaKKe y4MTbIBaTb MOMOXEHUSA HacToALWMX TpeboBaHWiA.

4.5. 1Bepun cneuynoMeLleHin AOMKHbI ObiTb MOCTOSIHHO 3aKPbITbl HA 3aMOK M MOTYT OTKpPbIBaTbCS
TOMbKO AN CaHKUMOHMPOBAHHOIO Mpoxoda COTPYAHMKOB M nocetutenen. Knwoum oT BXOAHLIX ABepew
HYMEpPYIOT, YYUTbIBAOT U BbIAAOT COTPYAHMKaM, UMEOLLUM NpaBo JoMnycka B PeXUMHbIE NOMELLEeHNs,
noA, pacnucKy B XXypHare yyeta xpaHunuu,. [yGnukaTbl KIodYen OT BXOAHbIX ABEPEN TakuxX NMoMeLLeHUn
cnenyeT XpaHUTb B cendpe onepaTopa Ui OTBETCTBEHHOIO MOSNb30BaTENsl KPUNTOCPEACTBAMM.

4.6. [Ins npegoTBpalleHMsl NPOCMOTPa WU3BHE PEXMMHBLIX MOMELLEHUA UX OKHA OOJPKHbI ObITb
3alUULLEHbI.

4.7. PeXnmHble NOMELLEHNS], KaK MpaBuo, AOMKHbI ObITb OCHALLEHbl OXPaHHOW CUrHanm3auuen,
CBSI3aHHOW CO CNY>XOO0W oxpaHbl 34aHust NN OEeXYpHbIM MO opraHu3aumu. McnpaBHOCTb CUrHanmu3aumm
nepnoanyeckn HeobxoaMmo MNpoBepsATb OTBETCTBEHHOMY MONb30BATEN0 KPUNTOCPEACTB COBMECTHO C
npeacraBuTenemMm CnyxoObl OXpaHbl UMW OEXYPHbIM MO OpraHusaumm ¢ OTMETKOM B COOTBETCTBYHOLLUX
XypHanax.

4.8. ina xpaHeHMsa KroYeBbliX OOKYMEHTOB, 3KCMMyaTauMOHHOMW M TEXHUYECKOW LOKYMeHTauuu,
WHCTanNnupyoLmx Kpuntocpeactsa HocuTenen AOMKHO ObiTb MpeaycMOTpeHo Heobxooumoe 4mucro



HafeXHbIX MeTanfM4ecKknx XpaHunuil, o6opyaoBaHHbIX BHYTPEHHUMW 3aMKaMu C ABYMS 3K3emnnspamm
KMoYen 1 KogoBbIMW 3aMKaMMn UKW NPUCNOCOBNEeHVAMN ANs onevaTblBaHUS 3aMOYHbIX CKBaXWH. OauH
3K3eMnnsp Kno4a OT XpaHunua AOIMKEeH HaxoOWUTbCHA Y COTPYAHWUKA, OTBETCTBEHHONO 3a XpaHunuuie.
AybnukaTel KM4en OT XPaHUNWLW, COTPYAHWKA XpaHAT B celde OTBETCTBEHHOro MNofb30BaTens
KpuntocpeacTs. [ybnukar kmova OT XpaHuWnuvwia OTBETCTBEHHOrO MONb3oBaTens KpUNTOCPEACTB B
onevaTaHHOM yMakoBKke [AOfkeH ObiTb nepedaH Ha XpaHeHve onepatopy MNOA4  pacnucky B
COOTBETCTBYIOLLEM XypHane.

4.9. Mo okoH4YaHMn paboyero AHA PEeXUMHOE MOMELLEHWE U YCTAaHOBIMEHHbIE B HEM XpaHunuwia
AOMXKHbI ObITb 3aKpbIThbl, XpaHWnuWa onevaTaHbl. Haxogawuecs B NOMb30BaHMU KIIHOYU OT XPaHUNULL
AOMXHbI OblTb CAaHbl NOA PacnMCcKy B COOTBETCTBYIOLLEM XXypHane OTBETCTBEHHOMY MNONb3oBaTento
KPMNTOCPEACTB UMM YNONHOMOYEHHOMY (OEXYPHOMY), KOTOpblE XPaHAT 3TW KNIOYM B FIMYHOM MMM
crneunanbHO BbIAENEHHOM XpaHunuLie.

Knioum oT pexMMHbIX NOMELLEHUIA, a Takke KoY OT XpaHUIuLLE, B KOTOPOM HaxoOATCs Kroyn oT
BCEX APYMMX XpaHUNWLL, PEXMMHOro MOMeLLeHusi, B onevyaTaHHOM BuAe AOMKHbl ObiTb CAaHbl MoA
pacnnucky B COOTBETCTBYIOLLEM ypHane Ccnyx0bl OxpaHbl WM AEXypHOMY MO OpraHusaumm
O[JHOBPEMEHHO C nepefaven Mnof OXpaHy camux pexmMMHbIX noMmeleHun. lNMeyatn, npegHasHavYeHHble
ANs oneyaTtbiBaHUS XpaHWUNUL, OOMKHbI HAXOAMTLCS Y Nnonb3oBaTenen KpUnToCpeacTB, OTBETCTBEHHbIX
3a 3TV XpaHunuwa.

4.10. Mpn yTpaTte Kknya OT XpaHUnuLLa UM OT BXOAHOW ABEPU B PEXMMHOE MOMELleHne 3amoK
HeobX0AMMO 3aMeHWUTb UMM nepefenatb €ro CekpeT C M3rOTOBMEHMEM K HEeMy HOBbIX KIouyewn C
AOKYMeHTanbHbIM odopmneHneM. Ecnu 3amok oT xpaHnunuwia nepegenartb HEBO3MOXHO, TO Takoe
XpaHunuiie Heobxoanmo 3ameHunTb. [1opsaaoK XpaHEeHUs KMYeBbIX U APYrMX AOKYMEHTOB B XpaHunvLe,
OT KOTOPOro yTpayeH KM4Y, OO M3MEHEHUS CeKpeTa 3amka ycTaHaBnuMBaeT onepatop uWmu
OTBETCTBEHHbIN NOMb30BaTeNb KPUNTOCPEACTB.

4.11. B 0OblYHbIX YCMOBUAX PEXWMHblE MOMELLEHNS, HaxOAsWMecs B HWX oOnevaTaHHble
XpaHunuwa MoryT OblTb  BCKPbITbl  TONMbKO MONb30BaTeNsAMM  KPUNTOCPEACTB, OTBETCTBEHHbIM
nornb3oBaTeneM KpUNTOCPEACTB U ONepaTopoOM.

Mpn obHapyXeHUn NpU3HAKOB, YKa3blBalOWMX Ha BO3MOXHOE  HECaHKLMOHWPOBaHHOE
NPOHVMKHOBEHME B 3TV MOMELLEHUS UMM XPaHWMMLLIA MNOCTOPOHHWX NUL, O CIyYMBLUEMCS AOSMKHO ObiTh
HemMearneHHO COObLLEeHO OTBETCTBEHHOMY MOMb30BaTENi0 KPUNTOCPeacTB unu onepatopy. MpubbiBumn
OTBETCTBEHHbIN NONb30BaTeNb KPUMNTOCPEACTB [AOMKEH OLEHUTb BO3MOXHOCTb KOMMpOMeTauuu
XPaHALWLMXCS KIMHOYEBbIX U OPYTMX AOKYMEHTOB, COCTaBUTb akT U NMPUHATbL NPU HEOBXOAMMOCTU Mepbl K
nokanusauumn NocneacTBUin KOMNPOMeTaLun NepcoHarnbHbIX AaHHbIX U K 3aMeHe CKOMMPOMETMPOBaHHbIX
KPUNTOKNIOYEN.

4.12. PaswmeweHne © MOHTaX KpUNTOCPEACTB, a Takke Jpyroro obopygoBaHus,
PYHKLMOHMPYIOLLErO C KPUNTOCPEACTBAMU, B PEXUMHBLIX MOMELLEHUSAX AOIMKHbI CBECTU K MUHUMYMY
BO3MOXHOCTb HEKOHTPOSIMPYEMOro A0CTYNa MOCTOPOHHUX FUL, K YKa3aHHbIM cpeacTBaM. TexHuyeckoe
obcnyxvBaHne Takoro obopyaoBaHUst U CMeHa KPUMTOKMIOYEN OCYLLEeCTBAAIOTCA B OTCYTCTBUE ML, He
AONyLLEeHHbIX K paboTe ¢ AaHHbIMW KPUNTOCPEACTBAMM.

Ha Bpems OTCyTCTBMS Monb3oBaTenen KpunNTocpeacTB ykasaHHoe obopyaoBaHMe Npu Hanuuuu
TEXHWYECKOW BO3MOXHOCTU [AOMKHO OblTb BbIKMOYEHO, OTKMOYEHO OT fMHWM CBS3WM U yOpaHo B
onevyatblBaemble XxpaHunuuwia. B npoTtuBHOM cryd4ae noO cornacoBaHMIO C  OTBETCTBEHHbIM
nonb3oBaTeneM KpuUNTOCPEACTB Heob6Xooumo MpeaycMOTpeTb OpraHM3aunOHHO-TEXHUYECKNE Mepb,
UCKMoYarLwmye BO3MOXHOCTb MCMOMNb30BaHUSA KPUMTOCPEACTB NOCTOPOHHMMM NULLAMMN.

Mpunoxexune 1
OCHOBHbIE TEPMWHbI 1 ONPEOENEHUA

BrnoknpoBaHue nepcoHarnbHbIX AaHHbIX - BPEMEHHOe MnpekpalieHme cbopa, cuctemaTusauum,
HaKOMMEHUS, UCMONb30BaHUS, PacnpoCTPaHEHUS NEPCOHANbHbLIX AAaHHbIX, B TOM YMCIe UX nepegay.

HocTtyn K nHdbopMaLmm - BOSMOXHOCTb NOMyYeHnst HPopMaLm1 U ee CNONb30BaHMS.

MHdopMaLMoHHasa cucteMa - COBOKYMHOCTb cofepxallerncs B 0asax AaHHbIX MHdopMauuu u
obecneunBarLLmx ee 06paboTKy MHPOPMALMOHHBIX TEXHOSOTUIA U TEXHUYECKUX CPEaCTB.

WHdopmMaLmMoHHaa  cucTeMa  nepcoHanbHbIX  [aHHbIX - MHOpMauMoHHas  CUCTema,
npeacTaengawLLlas cobori COBOKYMHOCTb NepcoHarnbHbIX AaHHbIX, coaepxawuxca B Gase OaHHbIX, a
Takke MHPOPMALNOHHBIX TEXHOMOMMN 1 TEXHUYECKMUX CPEACTB, MO3BONSAOLLMX OCYLLECTBNAATL 06paboTKy
Takux nepCcoHanbHbIX OaHHbIX C WUCMOMb30BaHMEM CPEeACTB aBTOMaTtm3auuum unu 6e3 mcnonb3oBaHUs
Takux CpeacTB.



KoHTponupyemas 30Ha - NPOCTPAHCTBO, B Mpedenax KOTOPOro OCYLIECTBMSETCH KOHTPOnb 3a
npebbIBaHNEM U ENCTBUAMMW WL, U (M) TPAHCMOPTHBIX CPeacTB.

paHuLEN KOHTPONMPYEMOW 30HbI MOXET ObITh: MEPUMETP OXPaHAEMON TEPPUTOPUN NPEANnPUATUS
(yupexgeHusi), orpaxgarolime KOHCTPYKUMM OXPaHAEMOro 3[4aHus, OXpPaHAeMOW 4acTu 34aHus,
BblAEeNeHHOro nomeLLeHus.

KoHduaeHumansHOCTb NepCcoHarnbHbIX AaHHbIX - 06a3aTensHoe Ang cobnoaeHns onepaTtopoM unm
WHbIM MOMYYMBLUMM [OCTYN K MEepCOHamnbHbIM AaHHbIM nuuom TpeboBaHue He p[fonyckatb WX
pacnpocTpaHeHuss 6e3 cornacusa cybbekta nepcoHarnbHbIX AaHHbIX WKW HanMU4uMs MHOTO 3aKOHHOro
OCHOBaHwUs.

Kpuntocpeactso - wudppoBanbHoe (kpunTorpaduyeckoe) cpenctso, npefHasHayeHHoe Ans
3aWmThl MHOpMauun, He codepxallend CBEedEeHMIW, COCTaBMsAlLWMUX rOCy4apCTBEHHY0 TaunHy. B
YaCTHOCTHU, K KpUNTOCPEACTBaM OTHOCATCS CpeacTBa KpunTorpaduyeckon sawmtbl Hgopmauumn (CK3U)
- WundppoBanbHble (KpunTorpaduyeckme) cpeactaa 3awwmTbl MHAOPMaL MU C OrpaHUYeHHbIM JOCTYMNOM, HE
coepxallen ceeeHnin, COCTaBNALLMX rOCYyJapCTBEHHYO TalHy.

Mogenb HapywuTtena - npeanonoXeHns O BO3MOXHOCTSAX HapywuTens, KOTopble OH MOXeT
ucnonb3oBaTh 4518 pa3paboTku U NpoBeAEHMS aTak, a Takke 06 orpaHMYeHUsAX Ha 3T BO3MOXHOCTM.

Mogenb yrpos - nepeyeHb BO3MOXHbIX Yrpos3.

O6paboTka nepcoHarnbHbIX AaHHbIX - OENCTBUSA (ONepauun) ¢ NepcoHanbHbIMU AaHHBbIMUY, BKIOYast
cbop, cuctemaTnsaumo, HakonneHne, xpaHeHme, yrouHeHme (06HOBNEHME, U3MEHEHNE), UCNONb30BaHME,
pacnpocTpaHeHne (B TOM uucne nepegady), obesnuuuBaHue, OMNOKMpOBaHME, YHUYTOXEHUE
nepcoHanbHbIX AaHHbIX.

O6wepocTynHble nepcoHarnbHble OaHHble - MEePCOHarnbHble AaHHble, OOCTYMN HeorpaHW4YeHHOro
Kpyra nvu K KOTOpbIM NpefocTaBneH ¢ cornacus cybbekta nepcoHarnbHbIX AaHHbIX UKW Ha KOTOpble B
COOTBETCTBMM C (pedepanbHbiMM  3aKOHaMM He pacnpocTpaHsieTcsas TpeboBaHue cobrnogeHus
KOH(MAEHLMANbHOCTH.

OnepaTtop - rocygapCTBEHHbIN OpraH, MyHuUMNanbHbIA OpraH, topuauMdeckoe unu gusmyeckoe
nMuo, opraHusylowme wu (unu) ocywecTensowme obpaboTKy nepcoHanbHbIX [AaHHbIX, a Takke
onpegensoLme Lenu n cogepxaHme odpaboTkn NnepcoHanbHbIX AaHHbIX.

MepcoHanbHble pfaHHble - nwbad MHpopMauus, OTHOCAWAACA K ONpederieHHOMY WM
onpegensiemMoMy Ha OCHOBaHWM Takon MHdopMauun duandeckoMmy nuuy (CyObekTy nepcoHanbHbIX
AaHHbIX), B TOM 4ucrie ero damunus, UMs, OTY4eCTBO, rof, Mecsu, Aata U MecTO poxaeHus, agpec,
CeMenHoe, couuanbHoe, MMYLLECTBEHHOE MOnoXeHwe, obpasoBaHue, npodyeccus, OoXoAbl, Apyras
WHpopmauums.

Monb3oBaTenb - NWMUO, yyacTByllWlee B 3KCnnyaTauuuM KpUNTOCpPeAcTBa UMW UCMonb3ylollee
pe3ynbTaTtbl ero PyHKLNOHUPOBAHNSI.

PacnpocTpaHeHne nepcoHanbHbIX [daHHbIX - [OEWCTBUA, HanpasrfeHHble Ha nepegadvy
nepcoHanbHbIX AaHHbIX OnNpefdeneHHOMY Kpyry nuy, (nepefada nepcoHarnbHbIX [aHHbIX) WU Ha
O3HaKOMJIEHME C NEepPCOHanbHbIMU AaHHBIMW HEOrPAHWYEHHOTO Kpyra nuu, B TOM Yucre obHapodoBaHve
nepcoHanbHbIX OaHHbIX B cpeacTBax MaccoBOW WHdopmauuu, pasmelleHue B
WH(POPMALIMOHHO-TENEKOMMYHUKALMOHHBLIX CeTaX WnM MpefocTaBneHrMe JocTyna K nepcoHanbHbIM
AaHHBIM KakMM-Nnbo MHBIM Cnoco6om.

PexvMmHble nomelleHns - MnOMELLeHWs, rae YCTaHOBMEHbl KPUMTOCPEACTBA WM XpaHSTCH
KINOYEBbIE AOKYMEHTbI K HAM.

CpenctBo 3awutbl MHOPMaLMKU - TEXHUYECKOe, MporpaMMHOEe CpeacTBO, BELecTBO U (Mnwn)
MaTepuan, npegHasHa4yeHHble Unn cnonb3yemble Ans 3awuTbl MHQOPMaLnK.

LLincbpoBanbHble (kpuntorpaduyeckme) cpeacTtea - KpUnTocpeacTsa:

a) cpefcTtBa LUMMPOBaHMA - annapaTtHble, NporpaMMHble U annapaTHO-NporpaMMHble CPeacTBa,
CUCTEMbI U KOMMSEKCHI, peanuayroLimne anroputmbl Kpuntorpaguyeckoro npeobpasoBannst MHoOpMaLmm
W NpefHa3HavyeHHble ANd 3aWuTbl MHOPMaLUKn Npy nepefadve no kaHanam cBaA3n U (Mnu) Ang 3awuTsbl
WHdOPMaLMM OT HECAHKLMOHNPOBAHHOIO AOCTYNa Npu ee o6paboTKe U XpaHEHUN;

6) cpeagcTBa MMUTO3aWUTLI - annapaTHble, NPorpaMMHbIe U annapaTHO-NporpaMmHble CpeacTBa,
CUCTEMbI U KOMMSEKCHI, peanuayroLimne anroputmbl Kpuntorpaguyeckoro npeobpasoBannst MHoOpMaLmm
1 NpegHasHavyeHHble NS 3alMTbl OT HaBA3bIBAHUSA NTOXHOW MHOpMaLuu;

B) CpeAcTBa  3MEKTPOHHOM  UMEPOBOM  MOAMMCU -  annapaTHble, MporpamMHble U
annapartHo-fnporpaMmMHble cpeacTsa, obecneuunBatowe Ha OCHOBE KpunTorpaduyeckmnx
npeobpasoBaHn peanu3auuto xXoTs Obl OgHOW M3 criefylowmx YHKUMRA: co3daHne SMeKTPOHHOM
uMdppoBOM MNOANMUCKM C UCMOMb3OBaHMEM 3aKPbITOrO Krtova 3IeKTPOHHOW LUUdpoBON Moanucw,
noaTBePXXAEeHVE C UCMOMNb30BaHMEM OTKPLITOrO Kito4va 3MeKTPOHHOM umndpoBon nognucu noanvHHOCTU
3NEKTPOHHON LUUGPOBON NOAMNUCU, CO34aHME 3aKPbITbIX M OTKPbITbIX KOYEN 3NEKTPOHHOW LudgpoBon
noanucu;

r) cpegctBa KOAMPOBaHWSA - CpeacTBa, peanuaylolme  anropuTmbl  KpunTorpaduyeckoro
npeobpasoBaHusa UHOPMaLMK C BbINOMIHEHNEM YacTn Npeobpas3oBaHNs NyTeM PYYHbIX onepauun unm ¢
UCMNonb30BaHNEM aBTOMaTU3MPOBaHHbLIX CPEACTB HA OCHOBE Takmx onepauui;



[) cpedcTBa U3roTOBMEHUS KIOYEBBLIX AOKYMEHTOB (HE3aBMCMMO OT BWAA HOCUTENS KIOYEeBOM
WMHpopmaumn);
) KrnoveBble JOKYMEHTbI (HE3aBMCUMO OT BUAA HOCUTENS KIHOYEBOW MHGOPMaLINK).



TUMOBAA $OPMA
XXypHana no3k3eMnnsipHoro ydeta KpuntocpeacTs,
aKcnnyaTaumoHHOM U TEXHUYECKON OOKYMEHTaL MK

K HAM, KINKO4YEeBbIX JOKYMEHTOB

N HavnmeHoBaHue PerncrtpaunoHHble Homepa OtmeTKka 0 OtmeTka 0
n/m | KpunTocpeacTsa, Homepa CK3WU, 3K3eMnspoB nosly4eHumn Bblaadve
aKcnnyaTaumoHHOM aKcnnyaTaumoHHOM (kpunTorpa- or Hatan ®.1N.0. Oatawn
N TEXHNYECKON N TEXHNYECKON thnueckme Koro Homep nonb3o- | pacnu-
AOKYMEHTaLmu K AOKYMEHTaLmu K HoMepa) nony- | conpoeo- BaTensd cka B
HWUM, KITHO4EBbIX HUM, HOMepa Ccepun KIMoYeBbIX YyeHbl | auTenb- KpunTo- nony-
AOKYMEHTOB KIMoYeBbIX OOKYMEHTOB Horo CcpeacTB | YeHun
OOKYMEHTOB nicbma
1 2 3 4 5 6 7 8
OTmeTka o nogkntoyeHum (yctaHoske) CK3U OtmeTka 06 nabatum CK3U us Mpume-
annapartHbIX CPeACTB, YHUHTOXEHUN YaHue
KIMYEBbIX JOKYMEHTOB
®.1.0. nonb3oBate- [aTa nogkno4veHuns Homepa annapaTHbIX [aTta P.1.0. nonb3o- Homep
N KPpUNTOCPECTB, (ycTaHoBKM) 1 noa- CpeacTB, B KOTOpPble n3bATUA Batens CK3U, aKkta unu
NpPoOu3BOAUBLLIETO nMcK nuy, Npous- YCTaHOBMEHbI UIU K (yHW4TO- Npon3BOANBLLENO pacnucka
NoOAKIOYEHNE BELUNX MNOAKMOYEHNE KOTOPbIM NOAKMYEHbI XKEHUS) n3bATME 06 yHWY-
(ycTaHoBKYy) (ycTaHoBKy) KpuntocpeacTsa (YyHUYTOXEHWME) TOXEHUN
9 10 11 12 13 14 15

TUMOBAA ®OPMA
TEXHUYECKOTO (annapaTHoro) XypHana

Mpunoxexune 2

MpunoxeHue 3



N Hata | Tunwn 3anucun Vicnonb3yemble KpUMTOKITHOUN OtmeTka 06 Mpume-
n/n perucT- no o6- YHUYTOXEHUM YaHue
paunoH- | CIyXK- (cTupaHum)

Hble BaHWIO Tun CepunHbin, | Homep paso- Hara |lMoanuce
Homepa KpunTo- Kroye- | KpunTo- BOrO Kritoye- nonb30-
ucnonb- | cpeacte | Boro rpacpuuec- BOro HOCW- BaTens
3yembix OOKY- KA HOMeEp Tens unm KpunTo-
KpunTo- MeHTa N Homep 30HbI KpUM- cpeacTts
cpeacTs 3K3emnnsi- TOCpPeacTs.,

pa knoye- B KOTOpPYIO

BOroO BBEEHbI

OOKYMeHTa KPMNTOKIHOYM

1 2 3 4 5 6 7 8 9 10




